
h}
QW|

Wyw
SBw

|tr
a|

xrHt
61

�57
"X

'swO
wx=H

vB|
xQ=t

W'
13

88
OviU

= |}xr=@vO RtQ |xOWxO=U ẁv Q@ R}=tD |xrtL
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f(x) = Tr(t(x+ 1) + 1); x 2 F229 (5)

QO f(x) `@=D "CU= F2 x@ F229 R= p}O@D l} 'Tr(�) =
28P
i=0

�2i u; QO xm
QO F229 QO |QYva u=wvax@ WG |OwQw C}@ 29 "CU= xOW xO=O u=Wv 2 pmW
F229 p=tQv |x}=B QY=va "OwW|t xO=O u=Wv p=tQv |x}=B ?ULQ@ w xOW xDiQo Q_v
%R= Ov=CQ=@a OvwW|t O}rwD 
 2 F229 QYva |xr}Uwx@ w h} QaD g(x) \UwD xm
=Q WG C=@U=Lt u=wD|t p=tQv |x}=B R= xO=iDU= =@ "f
; 
20

; 
22
; :::; 
228g

%OQm xO=U u}vJ
|WNQJ p=kDv= =@ |v=UQu=wD 'OvwW xO=O u=Wv p=tQv |=yx}=B?ULQ@ QY=va Qo = �
l} CQwYx@ x 2 F229 Qo = 'Qo}O CQ=@ax@ "OwW|t s=Hv= CU=Q CtU x@
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G

-12
8|

}xr=@
vOR

tQ|
xOW

xO=U
ẁvQ@

R}=tD
|xr

tLx@ |HwQN |xtrm R= C}@ Qy |=Q@ 8 |]N |x]@=Q "CU= �12 =11� 229 � 1
"CU= Q=QkQ@ xv=o =OH Qw]

xOWxO=U WG-128 |]N ?} QkD "2"2"4
QO sOk u}rw= "s}vm|t xO=iDU= |Q=Po?=kv VwQ R= '|]NQ}e VN@ ?} QkD |=Q@
?}mQDTBU wC@=F O}rm '|HwQN '|OwQw R=C}@ u}OvJ ?=NDv= '|Q=Po?=kv VwQ
|HwQN |=yC}@ pt=W =yvD xm |]N ?}mQD |@} Q= xm CU= |}xvwox@ =yv; |]N
Q=QkQ@ " |@} Q= =@ xOt; CUOx@ |]N ?}mQD Qo = "OW=@ nQR@ |i=m |xR=Ov=x@ CU=
|xr=@vO l} R= sD} Qwor= |HwQN u}@ R}=tD |=Q@ |HwQN |xtrm "�2 OwOL 'OW=@
pt=m |wHwCUH |=[i R= O}=@ Q=Okt u}= "CU= R=}v OQwt |iO=YD ,qt=m C}@
?} QkD uDi=} 'syt |xr�Ut u}=Q@=v@ "OwW |krD jiwt R}=tD |xrtL =D OW=@ QDsm O}rm

"CU= umtt |@} Q= u} QDq=@ =@ |]N
|x]@=Q =@ OQ `@=D ?=UDL= uwO@ WG-128 |RtQ sD} Qwor= |]NQ}e VN@

%CU= h}YwD p@=k 9

h(x) = t(x+ 1) + 1; x 2 F229 (9)

�:h(x) = �:x|x]@=Q xm OW=@ u=vJ �?=kv O}=@ 9 |x]@=Q |R=U|]N |=Q@
R= "CU= x w �|rN=O ?Q[ u}@t �:x u; QO xm OW=@ Q=QkQ@ umtt|@} Q= u} QDq=@ =@
"CU}v Q}PBu=mt= OwHwt |=yCr=L |xty |wHwCUH u=mt= '� 2 F229 xm =Hv;
2 pwOH "OW |R=Ux}@W Cw=iDt |=yov}ty uRw =@ hrDNt |=yCr=L u}=Q@=v@

"OyO|t u=Wv =Q =yv; x@ \w@ Qt |@} Q= w hrDNt |=y?=kv R= |}xvwtv
VRQ=sm |=yC}@ QO h(x) `@=D 'OwW|t xOy=Wt 2 pwOH QO xm Qw]u=ty
� = 00000007 uO=O Q=Qk =@ xm |Qw]x@ 'Ovm|t pta h}a[ Q=}U@ �LSB�
|HwQN Qo = u}=Q@=v@ "CU= Q=QkQ@ |@ wN Q=}U@ |@} Q= =@ �:h(x) = �:x |x]@=Q
10 |x]@=Q 'CU= S(11) 'h(x) |OwQw xm u}= x@ xHwD =@ 's}t=v@ z =Q h(x) `@=D

%O};|t CUO x@

S(11)0 � S(11)1 � S(11)2 = z0 � z1 � z2 (10)

p = 1
2 +"|x]@=Q x@ xHwD =@ "CU=C}@C}akwt Qou=}@ S(11)i w zi QO iT}Ov=

|]N |x]@=Q QO 10 |x]@=Q |Q=Po}=H =@ "CU= Q=QkQ@ 2�1 |@} Q= =@ 10 |x]@=Q

"h(x) `@=D x@ xOW p=ta= |=y?=kv "2 pwOH
p=tDL= ?=kv

1=2� 6 48E � 05 00030003
1=2� 1 91E � 05 00083000
1=2� 2 29E � 05 00018001
1=2� 3 43E � 05 0303600c
1=2� 2 29E � 05 000a0101
1=2 + 1 53E � 05 00500000
1=2 + 7 63E � 06 0000000f
1=2� 1 53E � 05 08080003
1=2� 2 67E � 05 0ffffff0

1=2 + 0 5 00000007

sD} Qwor= =@ xU}=kt QO xOWxO=U sD} Qwor= |Q=t; |=y |oS} w "1"4
|rY=

R= p@k =Q |HwQN |=yC}@ |xr=@vO xOWxO=U sD} Qwor= QO 'OW xDio QDV}B xm u=vJ
|xr=@vO ?w=vD |xQwO Q@ QF= `@=D hPL xm CU= QmP x@ sRq "OvQ}o|t Q_v QO QF= `@=D
R}v |HwQN |xr=@vO uOw@|iO=YD X=wN ?} QND Ea=@ w OQ=Ov |Q}F-=D |HwQN
p@k WG-128 sD} Qwor= |HwQN |xr=@vO '=aO= u}= |UQQ@ Qw_vtx@ "OwW|tv
=@ xm s} wW u�t]t =D s}yO|t Qw@a |Q=t; |=yuwtR; R= |O=OaD R= =Q QF= `@=D R=
R= pY=L C}@ |xr=@vO u}@ 'G}=Q |Q=t; |=yuwtR; p=ta= =@ u=wD|tv QF= `@=D hPL
u}= QO "OW p�=k R}=tD |iO=YD C}@ |xr=@vO w WG-128 |xOWxO=U sD} Qwor=
|HwQN |xr=@vO |wQ |oDU@sy w QmwB '14=ywQ 'Tv=mQi 'p=} QU |=yuwtR; |UQQ@
R= C}kiwt =@ |HwQN |=yC}@ 'OwW|t xOy=Wt 1 pwOH QO xm u=vJ "OW p=ta=
|=yuwtR; p=ta= j} Q] R= R}=tD |xrtL p=ta= xH}DvQO w xOQm Qw@a |Q=t; |=yuwtR;

"CU}v umtt pw=ODt |Q=t;

xrtL VwQ "2"4
WG-128 sD} Qwor=Q@ R}=tD |xrtL p=ta= |=Q@ 15QoR}=tDCN=U VwQVN@ u}=QO

"OwW|t |UQQ@
LSFR p}rLD "1"2"4

"OW |iQat 2 |x]@=Q QO WG-128 QO xDiQ Q=mx@ LFSR OQwNUB |}xrtHOvJ
|}xrtHOvJu}=?}=Q[|xty O}=@ WG-128 x@ R}=tD |xrtLp=ta= QOp}yUD |=Q@
u=wD x@ =Q P (x) u=wD|t 'Qw@ Rt |x]@=Q R= 
 2 F229 hPL Qw_vtx@ "OW=@ 1 w 0
w OQ=Ov WG-128 |DWoR=@ |x]@=Q QO |Q}F-=D QQmt |=y|v=UQu=wD "Ov=UQ 229

"Ov=t Oy=wN |k=@ Q@Dat u=vJty x]@=Q u}=
p(x)229

=x11�229
+ x10�229

+ x9�229
+ x6�229

+ x3�229

+ x229
+ 
229

(6)

pY=L 7 |x]@=Q '6 w 2 \@=wQ `tH R= "
229
= 
 x=ov; 
 2 F229 xm =Hv; R=

%OwW|t
p(x) + p(x)229

=x11�229
+ x10�229

+ x9�229
+ x6�229

+ x3�229

+ x229
+ x11 + x10 + x9 + x6 + x3 + x (7)

s}UkD =@ "Ov=t|t |k=@ xrtH 12 =@ |]N |x]@=Q l} '
 hPL R= TB u; QO xm
%OwW|t pY=L 8 |DWoR=@ |x]@=Q 'x x@ 7 |x]@=Q

St+�1 + St+�2 + St+�3 + St+�4 + St+�5 + St+�6 + St+�7

+St+�8 + St+�9 + St+�10 + St+�11 + St+�12 = 0 (8)

'�7 =229 � 1 '�6 =10 '�5 =9 '�4 =8 '�3 =5 '�2 =2 ' �1 =0u; QO xm
'�11 =10�229�1 '�10 =9�229�1 '�9 =6�229�1 '�8 =3�229�1
xO=U WG-128 sD} Qwor= Q@ xOW p=ta= OQ=Ov=DU= |Q=t; |=yuwtR; G}=Dv "1 pwOH

"xOW
uwtR; uwtR; uwtR; uwtR; uwtR; uwtR; s=v|oDU@ sy =ywQ QmwB p=} QU Tv=mQi
�98 �100 �95 �95 �95 C}kiwt OYQO
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|QH

=yt
O=wH

'u=t
O=W

s_a
= R= QDlJwm Q=}U@ Q=Okt u}= &OwW xOQw;Q@ Qw@ Rt |x]@=Q =D CU= sRq |HwQN xtrm

p=tDL= xm u}= x@ xHwD =@ |iQ] R= "CU= �xtrm 264 |va}� O}rm |wHwCUH |=[i
=@ Q@=Q@ '2�1 |@} Q= w 2 pwOH QO xOWh} QaD ?=kv x@ xHwD =@ '11 |x]@=Q |Q=QkQ@
u} QDy@ '?=kv u}= xH}DvQO w OQ=Ov OwHw QDq=@ |@} Q= =@ ?=kv uDi=} u=mt= 'CU= 1

"CU= xOWxO=U WG-128 sD} Qwor= Q@ R}=tD |xrtL p=ta= |=Q@ umtt ?=kv

|Q}o xH}Dv "5
'WG-128 |]NQ}e VN@ |=Q@ ?U=vt |]N ?=kv l} uDi=} =@ 'xr=kt u}= QO
p=ta= �QF= `@=D uDiQo Q_v QO uwO@� xOW xO=U WG-128 sD} Qwor= x@ R}=tD |xrtL
p=tDL= =@ |QoR}=tD CN=U x@ QHvt |HwQN xtrm 232 x@ |UQDUO CQwYQO xm OW
|HwQN |=yxr=@vO Q@ pw=ODt |Q=t; |=yuwtR; p=ta= xmCU= QmP x@ sRq "OwW|t 1
Q=DiQV}=O}B?Hwt QF= `@=D hPL xm OyO|t u=Wv WG-128|xOWxO=U sD} Qwor=
"OwW|tv WG-128 xOWxO=U sD} Qwor= R=pY=L|=yC}@ |xr=@vO QO|iO=YDQ}e

%s}@=}|t CUO |HwQN |=yC}@ T=U=Q@ 11 |x]@=Q x@ '8
S(11 + �1)0�S(11 + �2)0�S(11 + �3)0�:::�S(11 + �12)0

�S(11 + �1)1�S(11 + �2)1�S(11 + �3)1�:::�S(11 + �12)1

�S(11 + �1)2�S(11 + �2)2�S(11 + �3)2�:::�S(11 + �12)2

= z(�1)0�z(�1)1�z(�1)2�:::�z(�12)0�z(�12)1�z(�12)2 = 0
(11)

|]Np=kDv= C=@F R=|DWoR=@ |x]@=Ql} =@ pO=at '11|x]@=QAJCtU R= Q]U Qy
j@] 11 |x]@=QAJCtU R= Q]U Qy pY=L xmCiQo xH}Dv u=wD|t u}=Q@=v@ "CU=
OwW|t QiY |w=Ut 11 |x]@=Q AJ CtU u}= Q@=v@ "CU= QiY Q@=Q@ 8 |x]@=Q
"Ov=t|t |k=@ 'CU= xOW u=}@ |HwQN C=trm T=U=Q@ xm u; CU=Q CtU =yvD w
212�1 � (2�1)12 = 2�1 |@} Q= =@ ��112

t=�1(z0 � z1 � z2) QoR}=tD xH}DvQO
u}=Q@=v@ "CU= Q=QkQ@ �p = 1

2 + " = 1
2 + 1

2 = 1 p=tDL= =@ Qo}O CQ=@ax@ w�
11� 229 � 1 = 232 OwOL \ki 8 |x]@=Q x@ xHwD =@ xrtL u}= p=ta= Qw_vtx@

CWwv=B
1. trace function
2. european network of excellence for cryptology
3. gate
4. linear feadback shift register
5. distinguishing attack
6. chosen IV
7. mask
8. bias
9. key recovery
10. prediction
11. primitive polynomial
12. autocorrelation
13. cross correlation
14. run
15. elistinyuisher
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